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Abstract. Counterexample guided abstraction refinement, a powerful technique
for verifying properties of discrete-state systems [4, 9] has been extended recently
to hybrid systems verification [1, 3]. Unlike in discrete systems, however, estab-
lishing the successor relation for hybrid systems can be a fairly expensive step
since it requires evaluation and overapproximation of the continuous dynamics.
In [3] it has been observed that it is often sufficient to consider fragments of
counterexamples rather than complete counterexamples. In this paper we further
develop the idea of fragments. We extend the notion of cut sets in network flows
to cutting sets of fragments in abstractions. Cutting sets of fragments are then
uses guide the abstraction refinement in order to prove safety properties for hy-
brid systems.

1 Introduction

Model checking for hybrid systems requires finite abstractions [1-3, 13]. Since abstrac-
tions are conservative representations of the hybrid system dynamics, only positive ver-
ification results are conclusive: a universal specification that is true for the abstraction
is also true for the hybrid system. However, when the specification is not true for the
abstraction it could still be true for the hybrid system because there may be no behav-
iors for the hybrid system that correspond to the behaviors of the abstraction that violate
the specification. When model checking fails for the abstraction of a hybrid system, the
abstraction can befinedto create a less conservative approximation to the hybrid sys-
tem and model checking is repeated on the new abstraction. This paper presents a new
method for constructing refinements of abstractions for hybrid systems. The method is
developed for safety specifications, that is, for specifications that can be expressed in
terms of reachability conditions.

Abstractions of hybrid systems are usually quotient transition systems for the infinite-
state transition system that provides the semantics for the hybrid system. The two prin-
cipal issues in constructing these quotient transition systems are: (i) identifying and
representing the sets of hybrid system states that comprise the states for the abstraction;
and (ii) computing the transition relation for the abstraction. Step (ii) is usually the most
difficult and time-consuming step because it involves the computation of reachable sets
for the continuous dynamics in the hybrid system. Moreover, the time involved in com-
puting reachable sets for the continuous dynamics makes the time required to perform
model checking on the abstraction negligible in the overall time required to perform
the verify-refine iteration described above. The extensive time required to construct a



refinement of an abstraction makes it desirable to find ways to construct effective re-
finements.

Counterexample guided abstraction refinem@@EGAR) has been proposed to
guide the refinement process. This refinement strategy, originally developed for discrete-
state systems, uses counterexamples in the abstraction (runs that violate the specifica-
tion) to determine how to refine the abstraction so that known counterexamples are
eliminated [4, 9]. This approach was successfully extended to deal with hybrid systems
[1, 3] as follows. For a given counterexample in the abstraction, which is a sequence of
sets of hybrid states, the reachable states are computed for the hybrid system starting
from the initial set of hybrid states in the counter example (which is a subset of the ini-
tial states for the hybrid system). This process is calitlatingthe counterexample.

If there is a set of states along the counterexample that cannot actually be reached in the
hybrid system, the counterexampleréggutedand is to be apuriouscounterexample

in the abstraction. This provides the guidance for refining the abstraction: the sets of
reachable states computed along the counterexample are introduced as new states in a
new abstraction for subsequent model checking. For the hybrid system case (in contrast
to the discrete state case), not being able to refute a counterexample using reachability
computations does not guarantee there exists a trajectory for the hybrid system that vi-
olates the specification. When the counterexample is not refuted, one might explore for
possible validating counterexamples in the hybrid system using simulation or reacha-
bility computations withinner approximationsAlternatively, the information from the
overapproximated reachability computations can be used to construct a refined abstrac-
tion.

We made two important observations in our work on CEGAR for hybrid systems.
First, rather than refuting a complete counterexample, it is sufficient and often a lot
cheaper to refute fragmentof the counterexample. Second, coarse overapproximation
methods to compute reachable sets for hybrid systems are not only computationally
faster, but can also lead to smaller refinements that lead to conclusive results more
quickly than those obtained using more exact (but computationally expensive) meth-
ods. These observations are the basis for the new approach to abstraction refinement
proposed in this paper. The overall goal is to obtain as much information as possible
from an analysis of the structure of the graph represergihgounterexamples for an
abstraction, and to use this information to minimize the amount of time devoted to
performing expensive reachability computations for the underlying hybrid system dy-
namics.

In this new procedure, rather than validating a single counterexample, the reachable
set computations aim to validatecatting setof fragments for the graph of counterex-
amples for a given abstraction. We introduce the concept of the cutting set of fragments
as an extension of the standard notion of a cut set of links for a network graph. A weight
assigned to each fragment identifies the expected cost for validating the fragment. An
optimal cutting set of fragments is computed based on these weights to minimize the
time devoted to hybrid system reachability computations. The new scheme combines
ideas from computing cut sets for scenario graphs and network flows [10] with con-
cepts taken from counterexample guided abstraction refinement [3].



The next section introduces transition systems, abstractions and the concept of cut-
ting sets of fragments for abstractions. Section 3 illustrates the purpose of considering
fragments of counterexamples and how fragments can be validated using methods for
computing reachable sets for hybrid systems. The proposed procedure for hybrid sys-
tem verification using fragments to guide abstraction refinement is then presented in
Sect. 4. Section 5 explains how to compute minimal cutting sets of fragments based on
an extension of standard cut set algorithms for network graphs. The procedure is illus-
trated with an example in Sect. 6, and the paper concludes a discussion of future work
in Sect. 7.

2 Preliminaries

This section introduces the basic structures and concepts used in the proposed approach

for refinement of abstractions for hybrid systems using fragments of counterexamples.
Hybrid systems are a class of infinite-state systems that include both continuous and

discrete state variables. The standard model for hybrid systems is the hybrid automaton.

Definition 1. A hybrid automaton is a tupl&’A = (Z, 29, 25, X, inv, Xo, T, g, j, f)
where

— Z is afinite set oflocationswith initial locationz, € Z, andfinal locationzy.

— X C R™is the continuous state space.

— inv : Z — 2% assigns to each location€ Z an invariantinv(z) C X.

— Xy C X is the set of initial continuous states.

— T C Z x Z is the set ofdiscrete transitionbetween locations.

— g: T — 2% assigns auardsetg((21, 22)) € X t0 (21,22) € T.

—j: T — (X — X) assigns to eacle, z2) € T and a reset ojumpmapping from
X to X. The notationj., ., is used forj((z1, 22))

- f:Z — (X — R") assigns to each location € Z a continuous vector field
f(2). The notationf, is used forf(z). The evolution of the continuous behavior in
locationz is governed by the differential equatigiit) = f.(x(¢)). The differential
equation is assumed to have a unique solution for each initial va{0g € inv(z).

We use the standard transition-system semantics for the hybrid automaton.

Definition 2. A transition systeni’S is a tuple(S, S°, S/, R) with a set of state$, a
set of initial statesS® C S, a set of accepting states’ C S, and a transition relation
RCSxS.

Definition 3. The semantics of a hybrid automatful is atransition systenT'S(HA) =
(S,8°, 57, R) with:
— the set of alhybrid statesS = {(z,z)|z € Z,z € X, x € inv(2)},
— the set ofinitial hybrid statesS® = {zy} x (Xo N inv(z)),
— the set ofaccepting hybrid state$’ = {z} x inv(zy)
— transitionsR with ((z1, z1), (22, 22)) € R, iff (21, 22) € T and there exist a trajec-
tory x : [0,7] — X for somer € R~ such that:x(0) = x1, x(7) € g((21, 22)),
T2 = iz .z) (X(T)), @NAX(E) = [z, (x(1)) for ¢ € [0,7], x(t) € inv(z) for
tel0,7].



The first step in model checking hybrid systems is to find a suitable finite abstrac-
tion, where the notion of abstraction for transition systems is defined as follows.

Definition 4. Given a transition systeri = (S, 5°, S/, R), a transition systemi =
(S,5° S/ R) is an abstraction of transition syste@, denoted byd = C, if there
exist anabstraction functiom : S — S such thatS® = a(S?), S¥ = a(5¥) (wherea
is extended to subsets §fin the usual way),and

R :_) {(81,52)|3(51,.§2) € E,Oé(gl) = 81704(52) = 82}.

In this paper, we are interested in constructing finite abstractions ferl’'S(H A),
whereH A is a given hybrid automaton. This given infinite-state transition system is re-
ferred to as theoncrete systeniNote that the definition of abstraction above alloivio
include transitions that have no counterparinSuchspurious transitiongnay arise
in abstractions of hybrid systems because sets of reachable states for hybrid systems
cannot, except for simple dynamics [8], be computed exactly, but have to be overap-
proximated. The computations of sets of reachable states required for our procedure are
represented formally as follows.

For an abstraction function, letS,, denote the partition of the set of hybrid states
S defined by the inverse mapping . Our procedure requires a method for computing
the set of states that can be reached from one elemeht of another element af,.

Thatis, given two sets of hybrid state,, S, in S,,, we require a method for computing

a subset of states i, that contains the set of hybrid states that can be reached from
states inS;. We denote such a method Byce. Given a set of hybrid states C S the

set ofsuccessor statds denoted bysucc(S;) = {5'|35 € 5. (5,5) € R}. With this
notation, an overapproximation metheete is defined as:

Definition 5. Let HA be a hybrid automaton witi'S(HA) = (S, S°, S/, R), and let
A= (8,5° 57 R)anda as in Defn. 4. LeS; = a~!(s;), and Sy = a~!(sz). Then
suce : S, — 27 is an overapproximation of the set of hybrid successor$; of S, iff
succ(S1, S2) C Sy andsuce(S1, Sa) 2 suce(S1) N Sa.

Our abstraction refinement procedure provides a framework to use the fact that dif-
ferent overapproximation techniques have different computational loads and accuracy.
It was observed in [3] that combinations of coarse and precise methods can improve
the efficiency of the verify-refine iterations significantly. In the following we assume
a series of overapproximation metha@ige,, . . . , succ,, is given that provides a hier-
archy of coarse to tight approximations. This hierarchy will be used to assign weights
to fragments that reflect the computational effort required to apply the various overap-
proximation methods.

Our procedure is based on the analysis of sequences of states in abstractions called
fragments

Definition 6. A fragmentof a transition systenT'S = (S, S°, 57, R) is a finite se-

quence(so, . .., s,) suchthat(s;_1,s;) € Rfori =1,...,n. Arunis a fragment with
so € SY. A states is reachablef the there exists a run that ends snAnaccepting run
isarun(sg,...,s,) withs,, € S/. The set of all accepting runs @fS will be denoted

by R(T'S). A run (s, ..., s,) is loop-freeif for all 7,5 € {0,...,n}, i # j implies
S; 7£ Sj.
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This paper deals withafety propertiesThe set of stateS/ should not be reachable,
that is, the transition system should not have any accepting run. We re$érae the
set of bad stateand to accepting runs @sunterexampleur analysis of counterex-
amples for abstractions will focus on sets of fragments, using the following notions of
cutting fragments and cutting sets of fragments.

Definition 7. For no > ny > 0, fragmento; = (so, ..., sp,) cutsa fragmento, =
(to,---,tn,), denoted by, C g, if there exists d € 0,...,ne — ny such that;; =
sjforj=0,...,n.

Definition 8. A setF; of fragmentsutsa set of fragment&,, denoted byF; C 7, if
for each fragmenp, € F; there existp; € F; such thate; T 5. SetF; is minimal
if /1 C FyandF; \ o Z F, for all o € F;. Given a transition systeM.S, a set of
fragmentsF cutsT'S if 7 C R(A).

In words, a fragmeng, cuts another fragmen, if o, is a subsequencg. When
a transition system is an abstraction of a hybrid system, a set of fragthahts cuts
the abstraction covers all counterexamples for the abstraction, that is, any path from the
initial state to the bad state (a counterexample) is cut by one of the fragmefts in
Any set of fragments that cutg also cuts the abstraction. The remainder of the paper
shows how the minimal cutting sets of fragments can be used to guide the refinement
of abstractions for hybrid systems.

3 Validating Fragments

Abstractions can be represented as network graphs, with states as nodes and transitions
as edges. The initial states can be considered as sources and the final states as sinks. A
cut set is a set of edges such that all paths from source to sink contain at least one edge
in the set. For example, for the graph in Fig. 1.(a) transitigiis/) and(B, E) are a
cut set. All paths from source to sink pass through one of those edges. All accepting
runs are cut, if those edges are deleted from the graph.

This paper generalizes the idea of cut sets to sets of fragments that cut the abstrac-
tion. For example, fragmen{®, H) and (C, G, J) in Fig. 1.(b) form a cut set since
all runs from source to sink contain eithdp, H) or (C, G, J). If both fragments were
spurious, then there would exist no run in the concrete system that connects source to
sink. Hence, the concrete system would satisfy the safety property.

The process of determining whether or not a fragment is spurious is callieict-
ing a fragmentFor a given fragmentso, . . ., s,,) of an abstractiom with abstraction
function «, the objective is to determine if there exists a fragm@gt. . . , 5,,) of hy-
brid systemC, such thats; = «(s;), for all i = 0,...,n. Computation of hybrid
successors is the key step in the validation procedure. The validation procedure use
methodssucey, . . . , suce,, for the validation step. The procedure maintains a mapping
X (F xN) < {1,...,m} that assigns method ((so, .., s»),?) to validate tran-
sition ¢ of fragment(sy, ..., s,). Initially X assigns to all transitions of in the initial
setF the computationally cheapest methddwill be updated in the augmentation and
refinement step, along with the set of fragments.
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Fig. 1. The initial state of this transition systemd4s the accepting state &. Figure 1.(a) depicts

a pair of transitions that cut the transition system. Cutting set can also contain fragments of length
greater than 2 (Fig. 1.(b)).

The validation is performed as follows, given abstractibnconcrete systen?,
abstraction functiom, and fragmentso, . .., sp):

valid := true, Sp := a~*(s0)
fori=1,....n—1
Si=a"1(s;)
S 1= BUCCx((sp,...,5n),1) (Si—1,5%)
if S; =0
valid := false
break
end % if
end % for

This procedure computes the hybrid successors along the fragment. There exist no cor-
responding run tdso, . . ., s, ) if a set of successors; becomes empty.

The need to consider fragments of length 2 or longer arises when all single-transition
fragments have been validated and some are found to be non-spurious. Suppose for ex-
ample, tha{ B, E) in Fig. 1.(a) has been shown to be spurious, wiileJ) has been
shown to be non-spurious. The next iteration has to choose a cutting set from the ab-
straction in Fig. 1.(b). Fragmef¢, .J) however can not be part of the next cutting set,
since it is known to be non-spurious. Suppose {iatH) and(C, G, J) have not been
validated yet. The set of fragmen{t®, H) and(C, G, J) can then be chosen as next as
cutting set, and one must then checked if they are spurious.

4 Using Sets of Fragments for Abstraction Refinement

Figure 2 presents our procedure for model checking hybrid systems using sets of frag-
ments to guide the abstraction refinement. The inputs to the procedur&,agiven
concrete (hybrid) systens, an initial abstraction fo€'; 7, a set of loop-free fragments

that cuts4; andP : F — N, an assignment of weights reflecting the computational
effort required to validate each fragment. The concrete system is represented implicitly



through the equations defining the underlying hybrid automaton and the available over-
approximation methods. The initial abstraction includes the abstraction function and a
representation of the the associated partition of hybrid states. In this paper we assume
the initial abstractiom = (S, S°, S7, R) is defined as in [3]. This initial abstraction

has one abstract state for each control location, with the exception of the initial location.
For the initial location the abstraction includes two states, one to represent the set of hy-
brid states;y x (inv(zp) N Xo), and one state to represeptx (inv(zp) \ Xo). Given

the initial abstractiom = (5, S°, S/, R), the initial set of fragment§ is defined to be

the set of transition$:. We assume thg® assigns initially the weight associated with
applying the computationally cheapest approximation method to a single transition.

In each iteration through the main loop, a new abstraction is constructed based on
the results of validating sets of fragments. If there are no accepting runs for the abstrac-
tion coming into the main loopR(A) = () the verification terminates with a positive
result: the bad state is not reachable in the hybrid system.

The first step in each iteration is to compute a minimal cutting set of fragriepis
for which the set sum of the weights is minimized (Fig. 2(i)). Section 5 describes the
algorithm for findingF,,:, which is a generalization of algorithms for finding minimal
cut sets of links in a graph.

input: C, A, F, P

while R(A) # 0
Fopt 1= cutsetA, F, P) 0]
while Fope # O N Fopt C F
(80y---58n) 1€ Fopt, Fopt := Fopt \ (S0,---,5n)
valid = validatg(so, . . ., sn), A, C) (i)
if valid A s € S° A s, € SF
exit(“Found valid accepting run od”)
elseifvalid
(F,P) = augmentF, P, (so, ..., 5n), A) (iii)
break
else
(A, F,P)=refind A, F, P, (so,...,5n)) (iv)
end % if
end % for
end % while

exit(“zy is not reachable for the HA”)

Fig. 2. Abstraction refinement loop that uses cutting sets of fragmgrysto
guide the refinement.

Given the set of fragment%,,;, the inner loop iterates through the elements of
Fopt ONE at a time. Each fragment jf,,,: will be validated (Fig. 2(ii)). This iteration
continues until all fragments have been validatég,{ = () or an abstraction has been
constructed for which the remaining fragments no longer constitute a subset of the frag-



ments for the abstractiorf(,, Z F). If the current fragment is a valid accepting run

the procedure stops. Otherwise, if it is a valid fragment the procedure augments the set
of fragments and weights assignment (iii), leaves the inner while loop, and recomputes
Fopt- If the fragment is not valid, the abstraction, fragments and weights are refined
(Fig. 2(iv)). This refinement may changesuch thatr,,. Z F. In this case the proce-

dure exits the inner while loop and recompufes; .

To elaborate on the augment and refine functions in the procedure, the validation
procedure has two possible outcomes: either the procedure finds an empty set of suc-
cessors, i.e. there exists no corresponding fragmefittm (s, . . ., s, ), or the proce-
dure could not find an empty set of hybrid successors. The latter may be caused by the
overapproximation error of the selected methods. In this case there are two options on
how to proceed: Either, the overapproximation can be improved by using a different
approximation method, or the current fragment must be replaced by extensions of the
current fragment.

Choosing a different overapproximation methot@ihe result of the validation might

be improved by a different approximation method in future iterations. Changing the
validation methods for fragmefit, . .., s, ), is done by changing the mappidgfor

at least one transition ifs, . . ., s, ). If the procedure changes the mix of methods used
to validate(so, . .., s, ) it has to update functio® accordingly.

Extending the fragmenif the overapproximation cannot improve, the current fragment
(so,--.,sn) Will be replaced by new, extended fragments. This becomes necessary if
the validation step uses for each fragment the best available overapproximation method.
The new fragments will extengh, . . ., s,,) in both directions of the transition relation,
i.e.sets{(s',s0,...,8.)[(s',80) € R} and{(so, ..., Sn,s)|(sn,s’) € R} are added to
F.Recall the requirement that for all, o2 € F, 01 £ 02. The procedure enforces this
requirement by removing all fragments frafnthat are cut by some other fragment.
Finally, ¥ andP are updated for all new fragments 6t

To avoid fragments of unlimited length the augmentation might extend fragments
only up to a certain length. First experiments show that an upper bound of 2 to 4 is
reasonable. However, adding only a limited number of fragments may lead to a situation
in which there are no fragments that cut a certain counterexample. In this case the
procedure might add the complete counterexample to the cutting set, and validate it in
the next iteration.

Refinement.If the current fragment is not valid, the refinement step) in Fig. 2
uses the setS; that were computed in the validation step), fori = 1,..., k. For

i =1,...,k — 1 the following steps are performed. S is a proper subset af~*(s;),

split s; into two abstract states, ongc?“", to represent the states$, and ones{*""?

to represent the states drm!(s;) \ S; (Fig. 3). The new states°*" ands;°™" will

have the same ingoing and outgoing transitionS;awith one exception. The transition
from s;_; to s;°™" can be omitted, since there exists no hybrid transition from any state
in S;_; to some state im~!(s;) \ S;. All fragments fromF that involve states; are
removed, and the new transitions of the abstraction are addédtaassigns to the new
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Fig. 3. Left: Refinement by splitting states. Right: Refinement by purging transitions. For a formal
definition of the refinement operations see [3].

fragments the default method for single transitions, Britie weight that is associated
with this method. IfS; is equal tav 1 (s, ), then there is no need to refine the abstraction.

Fori = k the transition(s;_1, sx) is omitted from the abstraction (Fig. 3), since
there exists no hybrid transition from any statesjn_; to some state in—*(s;). Simi-
larly, all fragments fron¥F that contain transitiofis;_1, s ) are removed.

5 Optimal Cutting Sets of Fragments

This section describes the cutset operation in step (i) of Fig. 2. Assume a finite transition
systemA (the current abstraction), a set of fragmeftand a weight assignmefft :
F — N. The fragments il have not been validated and are candidate elements of the
optimal cutting set. By assumption for the initial abstraction, and by construction for
all subsequent abstractions, all fragment&iare loop-freeP assigns to each € F a
weight; this weight reflects the expected cost of validating this fragment. The weight of
a setF’ C Fis the sum of the weights of the elements. Furthermore, it is assumed that
01 C oo impliesP(01) < P(02). As a consequence it is required for all, o, € F
thatp; IZ 09, i.€. no fragments itF cuts another.

Step (i) of the procedure in Fig. 2 computes a cuttingBgi C F of A that is
minimal w.r.t. toP, i.e. it satisfies

Y PH= min Y P(f) &
fE€EFopt FICR(A) fEF!

Example Suppose that we are given transition systénm Fig. 4 as abstraction. Sup-
pose furthermore that fragmer(t 4, 5), (1, 2,4), (0, 1) and(4, 3) have not been vali-
dated, yet. Assume an associated weight of 2 with validating fragf@ieit5), a weight

of 3 with (1,2, 4), and a weight of 1 with fragment®, 1) and (4, 3). What subset of
these fragments is the cutting set with the lowest sum of weights? Obviously, we have
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Fig. 4. Left: A finite transition systemA. Right: The depth-first unrolling ofi. The unrolling
stops if either the final stateis reached (solid), or if a loop has been detected (dashed).

to include fragment0, 4, 5) in any cutting set. But is the set with fragmeri€s4, 5)
and(0, 1) sufficient? After all, this set cuts all loop-free accepting runs.

Somewhat surprisingly, there exist an accepting run that is not covered by fragment
(0,4,5) or fragment(0, 1). Neither cuts accepting rum, 4, 3, 1, 2, 4, 5), although frag-
ment(0, 4, 5) cuts it trivially once we remove loofd, 3, 1, 2, 4). This demonstrates that
the problem of finding cutting sets of fragments is not a simple cut set problem in a net-
work flow graph, for which it would be sufficient to concentrate only on loop-free runs.
|

Standard cut set algorithm cannot be applied directly, since fragmefitsne not
represented by single transitions 4n To solve this problem this we define a collec-
tion of transition systems thatserveA. This requires an extension of the notion of
transition systems tautomata

Definition 9. Given a set of labels’, an automatonA is a tuple(X, S, S°, S, R, L)
where(S, S0, S7, R) is a transition system anfl : R — 2* a labelling function.

Definition 10. Let A; = (Ei,Si,S?,Sf,Ri) be a finite number of automata, =
1,...,n. The synchronous compositidn= A,||...||A, is an automato ¥, S, S°, S/, R)
with

— ¥ =Uieqa,....ny 2> the union of all alphabets.

— S =25,%x...%5,,5 =59 x...x 8% andSf = S{ x ... x Sf. The projection
s|s; will be denoted as;.

= (s,8") € Rif (Vg1 ny Lilsi, 87) is nonempty.

— L(s,s') = ﬂiG{l,...,n} Li(si, s)-

Note that this is a very restricted notion of composition. The composition automaton

can only take a transition if all automata can take a transition with the same label.

However, the observing automata will be constructed such that they can synchronize
always with any transition in the observed automaton. Given a transition system
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Fig. 5. The automatad g 4,5y, A(1,2,4), A(0,1), and A4 3) observe the transitions id;. The only
accepting state ofl; is the states.

a set of fragment& of A, the procedure first extendbwith labels, and then introduces
for each fragment irF a small automaton that observes the occurrence of a fragment.
The steps to obtain the observing automata are the following:

1. ExtendA = (S,5%, S/, R) to a automatom; = (X, 5,5° S/, R) with ¥ = R
andL mapping(s, s’) — {(s,s')}.

2. For eachp € F, p = (so,...,5n—1), introduce an observer automatel) =
(X5, Sy, Sg, ng, R,, L,) with
- X, =

— S, ={to,...,tn_1}, Wheren is the length of fragmeng.

- 89 ={te} andS] = S,

- Rg is the set{(ti,tiﬂ)\i =0,...,n— 2} @] {(ti,to”i =0,...,n— 1}}
— andL, is the following mapping

(87;,1781') if (t7t’) = (ti,ti+1)7 1=0,...,.n—2
(t,t/) — 2\ (81;1,81) if (t7t/) =+ (ti,ti+1)7 1=0,...,.n—2
5 it (£ ) = (tn_1, L)

The next step composes the labelled transition systemith the observer automata
A, forall ¢ € F. This composition will be denoted abr.

Example (Cont) Given the transition system in Fig. 4, the first step is to obtain
A; by adding labels (Fig. 5). Recall that = {(0,4,5),(1,2,4),(0,1),(4,3)}, and
P(0,4,5) = 2,P(1,2,4) = 3, P(0,1) = 1 andP(4,3) = 1. The next step includes
a small observing automaton for each fragment (Fig. 5). The automaton for fragment
(0,4,5) has as many states as the fragment has transitions. In each state the automaton
can synchronize with any transition #y.

If transition (0,4) occurs inA; the observing automatad 4 5) takes a transition
from state O to state 1. If transitigd, 5) occurs right after the first transition, the ob-
serving automaton will take a transition back to the initial state. This corresponds to
the transition from(4,1,0,0,0)7 to (5,0,0,0,0)7 in compositionA  in Fig. 6. This
transition marks an occurrence of the fragmgntt, 5) in A;.
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Fig. 6. Composition automatoA », and the tree of all loop-free accepting runs.

Figure 6 depicts the composition automatbgp, and the tree of all loop-free coun-
terexamples. Note that there are two transitions labg¢led) in A . Transition(4, 3)
is an element of the set of fragmetfighat have not been validated yet. If we one could
show that(4, 3) is spurious, it would eliminate both arcs in the graph in one go. Obvi-
ously, cut set algorithm for network flows cannot be used, since several afigs ¢an
represent the same fragmentAf

The set with((4,1,0,0,0)7,(5,0,0,0,0)7) and ((2,1,0,0,0)7, (4,0,0,0,0)T)
cuts compositiond 1. These transitions im s mark the occurrence of fragments
(0,4,5) and (1,2,4) in A. The overall weight of this set i5. The tree also shows
that the set containing fragmen( 4, 5) and (0, 1) does not cut4;, since transitions
((4,1,0,0,0)T,(5,0,0,0,0)T) and((0,0,0,0,0)T, (1,0,0,0,0)7) do not cutAr. It
also shows that0, 4, 5), (1,0) and(4, 3) are a cutting set ofl, with an associate weight
of 4. This is the optimal cutting set for this example.

Note that the observers for the fragmeftisl) and(4, 3) do not add anything and
could be omitted. Likewise, one observer for fragments that are equal except for the last
transition would be sufficient. However, maintaining those observers does not increase
the size of the composition, and we chose to maintain them in this paper to treat the
different fragments consistently. |

The construction ofl; ensures that each transition has a unique label. Consequently
A, is deterministic. All observers are deterministic, too, and can synchronize in each
state with any transition ofl;. The behavior of4; is not restricted by the observers.
This yields a close relationship betwedn and 4;, and thus betweeHA  and A. As a
matter of fact for eaclr € R(A) there exist arr € R(As) such thatrr|s = =, and
vice versa.

Lemma 1. Given a transition system, a set of fragmenf of A and the composition
automatonA £, the following holds.

! Column vectors are used for elements of product state spaces to distinguish them from tuples
of states that are fragments.
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(i) AsubsetF’ C F cuts transitions system, i.e. 7 C R(A) iffforall 7 € R(Ar)
there existy € F' such thatp C 7x|s.

(i) Givenp = (sq,...,sy,) the following holdsp C 7« | iff the projection of the path
7r 105 x S, contains a transition fronts,,_1,t,_1)7 to (s, o).

Proof: (i) This follows straightforward from the observation that|s is in R(A) for
all mx € R(Ax), and that for all pathr € R(A) there exists amz, with 7x|s = 7.

(ii)” =" Transition (s,,_1,t,_1)T to (s,, %) can only be taken if it was immediately
preceded by transitions synchronizing on lalfels ; 1,5, ;) ,fori=1,...,n—1.
"< Letnr|s = (20, .., 2m) @NdTE|s, = (20, - -, 2;,). By definition,p C x| iff
there exists & such thaty,; = s; fori =0,...,n.

First, we show that4, is in its initial state after thé-th transition ofr £, that is,
2z, = to. If k = 0, z;, = to holds trivially. Whenk > 0 we have the following:
(zx—1, 21;) Is a transition of4;, but it is not a transition of fragmet The latter holds
because;, = so andp is loop-free. Sincéz;_1, 21 ) IS not inp it can synchronize only
with a transition of4, that leads to its initial state. This implies thgt= ¢,. The tran-
sition (zy 44, zx+i+1) Will then synchronize with(z;  ;, 25, ) on label(s;, s;11), for
i =0,...,n—2. Atthis pointA, will be in statet,,_; . In this state, transitiofe,,_1, z,,)
of A; can only synchronize with transitigit,,_1, to) of A, on label(s,_1, s,,), which
concludes the proof. |

On first sight little has been gained. Rather than selecting subsgtdtadt cutA,
the procedure can select subsetsid, the transitions ofd =, that cutsA-. But the
advantage of looking at transitions rather than fragments is that it becomes sufficient to
look only at loop-free accepting runs. A ge4- C Ry that cuts all loop-free accepting
runs, also cuts all accepting runs. LR (Ax) be the set of all loop-free accepting
runs.

Lemma 2. Given a transition system, a set of fragmenf of A and the composition
automatonA . Let R’ C Rz, thenR: C Ry (Ar) iff Rz C R(Ax).

Proof: "=" Suppose that we have an accepting rp € R(Ax). From this we
can obtain a loop-free accepting ruf) by eliminating all loops. According to the
precondition there exists @ € R’ such thatp C 7', which means that transition
appears somewhereir}.. Since the transitions that occurin- are a super-set of those
that appear inr’- we havep C 7'z, too. "<" If a set of transitions cuts all accepting
runs, it will cut all loop-free accepting runs. |
Lemma 2 allows the consideration of only loop-free accepting ruds-ofHowever,
the example demonstrates that a cut set algorithm for network flows cannot be used to
find a cut set ofd £, since certain fragments of may be represented by multiple
transitions inA =. The cutting set problem can be solved by a translation to a set cover
problem. A similar approach has been used in [10] to find cut sets for attack graphs.
The cut set determines what actions of the attacker have to be disabled to prevent future
attacks.
Given a finite (universal) se and a set of set6 = {C;,...,C,} with C; C
U as input, a set cover algorithm computes the smallest suhsetC C such that
Uciecom C; = U. The set cover problem is NP-complete, but a greedy approach is
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guaranteed to find an solution that is at miask as bad as the optimal solution in
polynomial time (where: is the number of elements of) [11]. The greedy algorithm
picks in each iteration the set fro that covers the greatest number of uncovered
elements ot{, until the complete sé¥ is covered.

The problem of finding a cutting set of fragments is a set cover problem, where
the universal set iR (Ar), andC contains for each fragment in F setC, =
{mr € Riy(Ar)lo C mr|s}. The problem is to find an optimal subsetbfhat covers
Ry (Ar). We compute the set§, by a depth-first exploration ol £, that starts back-
tracking if it either finds a loop, or reaches an accepting state. In the latter case it adds
the accepting run t@, if o C .

We modify the greedy algorithm to accommodate the fact that we are not looking for
the smallest cover oR s (A#), but for an optimal one. In each iteration this modified
greedy algorithm adds the s&f to C,,; that has the smallest associated d@&t) per
covered run. In the latter it considers only runs that have not been covered in earlier
iterations. When all runs iR ;s (A+) are covered the procedure tests if the set obtained
by removing somé&,, from C,,; covers all runs. If this is the casg, will be omitted
from Cop:.

The overall procedure to compute cutting sets of fragments can be summarized as
follows. Given a finite transition systerhand a set of loop-free fragments construct
composition automatod ». Then compute all loop-free accepting ruRg (Ax). For
each fragmenp compute the corresponding &}, which containstr € Ry (Ax),
if o C 7z|s. Finally, compute the optimal set covés,,. The optimal cutting set of
fragmentsF,,; contains all fragmentg with C, € Cop:.

Example (cont)The composition automatafi~ has only three loop-free counterexam-
ples (Fig. 6). The following tables shows which of these, projectef] is cut by what
fragment:

(0,4,5)](1,2,4)[(0,1)](4,3)
(0,4,5) x
(0,4,3,1,2,4,5) z z
(0,1,2,4,5) T x

Given the seff = {(0,4,5), (1,2,4), (0,1), (4,3)} there are two sets of fragments that
cover all accepting rung:(0,4,5), (1,2,4)} and{(0,4,5), (0,1), (4,3)}. The latter is
optimal with an overall weight of. ]

6 Example

This section uses an adaptive cruise control system to illustrate the fragment-based ap-
proach. This example was used in [3] to illustrate counterexample-guided abstraction
refinement. The results in [3] show that fragments can reduce the computation time by
an order of magnitude. However, in [3] validating fragments is in addition to a coun-
terexample guided abstraction loop. This paper generalized the concept of fragments
to guide the abstraction. This section describes what sets of fragments will be selected,
but omits in most cases to list the new fragmenfiffior brevity.
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The adaptive cruise control system is part of a vehicle-to-vehicle coordination sys-
tem [6]. This system comprises two modes: cruise control mode (cc-mode), and an
adaptive cruise control mode (acc-mode). In acc-mode the controller tries to keep a
safe distance to the vehicle ahead. The acc-controller switches into acc-mode whenever
the distance between the car and a vehicle ahead falls below a certain threshold. This
threshold depends linearly on car speed.

The hybrid automaton is a composition of an automatic transmission with 4 gears,
an acc-controller with two modes (acc and cc), and an error state for collisions. Figure
7.A depicts the initial abstraction of the hybrid automaton.

Initially, the set of fragments contains all transitions. From this set we select the
first cut set; it contains transitiofi, 2) and (1, 5) (labelledi in Fig. 7.A). Two differ-
ent methods methods are used for validation. The first methed.,,.... formulates
the question if a trajectory betweeh and.S; exists as an optimization problem. The
second methoduce 4, COMputes polyhedra that enclose all trajectories that origi-
nate inS;. This overapproximation with polyhedra is based on work presented in [2].
Both methods were also presented in [12]. The default method for single transitions is
SUCC coarse- It has an associated weight bf

Validation of (1, 2) shows that this fragment is valid. It will be removéd 2) from
F, but we cannot add the extensi¢h 2, 10), (1,2,6), (1,2,3), and (5, 1,2) since
(2,10), (2,6), (2,3), and(5, 1) are still inF. Otherwise it would violate the restriction
that no fragment it should be cut by another. The second fragniént) is spurious.
Transition(1, 5) is removed from the abstractiofi and from the set of fragments.

The next cutting set is the set of transitions labelleth Fig. 7.A. Fragment2,6) is
spurious, this transition can be removed from the abstraction. We also rd@@je
from F, and can replace it b1, 2, 6), since(1, 2) was removed in the previous itera-
tion. There is n@ € F with ¢ C (1, 2,6). We proceed in the same way with transition
(2,10) which is also spurious. The next cutting set is computed. (It contains no
spurious transitions, and the next cutting set will be seleated From this set only
fragment(7, 6) is spurious, andl andF will be refined accordingly.

Figure 7.B depicts the abstraction after the first four iterations. At this stage the
abstraction cannot be cut by single transitions. We select fragfbeht3) (labelledv).
Given a pair of transitions we use first methadc,.,...s. for validation. We associate a
weight of 2 with this operation. Fragmerft, 2, 3) is valid and we select a new cutting
set with fragment$3, 4) and(2, 3, 7) (vi). Both of them are valid. The next cutting set
(vi7) has two spurious fragment§?, 8) and(3,7,9). Hence we refine the abstraction
accordingly, and add new fragments for the new transitions. Figure 7.C depicts the
abstraction after refinement.

Fragment4, 8, 9) of the next cutting set(7) is spurious. We refine the abstraction
by splitting state’ (Fig. 7.D). The next cutting setx) is the single transition from the
newly created staté4 to statel 1. This transition is not spurious. Next we try to refute
fragment(14,11,9), (4,14,11), and (2, 3,4), which are cutting sets, zi, and xii,
respectively.

Up to now, onlysucc..qse Was used to validate fragments. The next cutting set is
(14,11, 9). We validated this fragment before witlhicc,.oq.se, but we use this time the
second methosizcc;q,:. This validation has an associated weight of 6. Using the more



Fig. 7. Adaptive cruise control example. The initial sate is stht¢he final state, that models
collision, is state9. Fragments labelled with bold-face, roman numerals have been shown to be
spurious.

accurate method we find th@it4, 11, 9) is spurious. Since it is the only fragment of the
cutting set, the verification is done and statgroven to be not reachable.

7 Conclusions and Future Work

This paper presents a method for guiding abstraction refinement for hybrid systems
using sets of fragments of counterexamples, building on the notion of fragments that
was introduced in [3]. We use the novel concept of cutting sets of fragments. These
cutting sets of fragments focus the analysis, very much like cut sets in networks flows
focus on bottlenecks. The aim is to refute as many counterexample as possible while
minimizing the expected computational effort.

The notion of optimal cutting set of fragments may also be useful to obtain diagnos-
tic information from counterexamples [7]. This area of research tries to identify parts
of counterexample that occur frequent and are causal to the error.

We are currently working on a prototype implementation that build on the imple-
mentation used in [3] and will apply them to benchmarks presented in [5]. The proce-
dure presented in this paper leaves room for many heuristic choices, for example what
mix of overapproximation methods is useful for what fragments, and how to assign
weights to validations. Proper heuristics will be further developed as soon as a pro-
totype becomes available. We plan to provide first results for the final version of the
paper.
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